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	How to use this template
1. Fill in the fields in [square brackets] and remove the brackets. Delete the options you don’t use.
1. Delete the guidance notes (grey italic text marked “Guidance”) before you publish the policy.
1. This policy is public. Publish it on your website, point to it from security.txt, and say in your user information where it can be found (CRA Annex II point 2).
1. The CRA references next to the headings show where each requirement comes from. Keep them or delete them.
1. A template, not legal advice.



Guidance: The CRA requires manufacturers to put in place and enforce a policy on coordinated vulnerability disclosure (Annex I Part II point 5) and to designate a single point of contact where users can report vulnerabilities (Art. 13(17), Annex I Part II point 6). The policy belongs in the technical documentation, together with evidence that the contact address is provided (Annex VII point 2(b)). Annex I applies from 11 December 2027. The Article 14 reporting obligation has applied since 11 September 2026.
1. Purpose CRA Annex I Part II (5) · Art. 13(8), sixth subparagraph
[Company name] wants to know about vulnerabilities in our products, so that we can fix them before they harm our users. This policy explains how to report a vulnerability to us, what you can expect from us, and how we publish fixes.
We accept reports from anyone: security researchers, customers, partners, suppliers and authorities. You don’t need to be a customer, and you can stay anonymous.
2. Products covered CRA Annex I Part II (6)
This policy covers the following products, including their firmware, software, and the apps and cloud services the products need to work:
	Product
	Versions
	Support period ends

	[Product]
	[versions]
	[month and year]

	[Product]
	[versions]
	[month and year]



We also want to hear about vulnerabilities in third-party components contained in our products, such as open-source libraries. We will take them up with the people who maintain the component.
If your report concerns a product whose support period has ended, we still want to hear about it. We will tell you whether we can fix the vulnerability.
Out of scope: [for example our website and internal IT systems, which you can report to [address], and services run by others].
Guidance: Include everything through which a vulnerability can affect the product: firmware, apps, update services and the cloud services the product needs to work. The end date of the support period must be stated at the time of purchase anyway (Art. 13(19)).
3. How to report CRA Art. 13(17) · Annex I Part II (6) · Annex II point 2
Our single point of contact for vulnerabilities:
	E-mail
	[security@company.com]

	Web form
	[URL] (optional)

	Phone
	[phone number and opening hours]

	Post
	[postal address]

	security.txt
	https://[domain]/.well-known/security.txt

	PGP key
	[URL of the key], fingerprint [fingerprint]



Use whichever suits you. You can write in [English or Norwegian].
Encryption is optional. If you want to encrypt your report, use the PGP key above.
You can also report through a national CSIRT designated as coordinator for coordinated vulnerability disclosure, and ask to remain anonymous towards us.
Guidance: The single point of contact must be easy to identify and be included in the user information. It must let users choose their preferred means of communication and must not be limited to automated tools, so a web form or a chatbot on its own is not enough (Art. 13(17)). Use the same address in security.txt (RFC 9116), and point its “Policy” field to this page. Recital 76 mentions reporting through a CSIRT, anonymously if requested.
4. What to include CRA recital 76
The more you include, the faster we can assess and fix the vulnerability:
1. the product, model, and firmware or software version
1. what the vulnerability is, and where it is
1. how to reproduce it, ideally with a proof of concept
1. what an attacker could achieve, as you see it
1. whether you know or suspect that the vulnerability is already being exploited
1. whether anyone else knows about it, and whether you plan to publish
1. how we can reach you, and whether and how you want to be credited
If you are missing some of this, report anyway. Please don’t send personal data or other data you have accessed beyond what is needed to demonstrate the vulnerability.
5. What you can expect from us CRA Annex I Part II (2), (4) and (5)
	Step
	What we do
	Target

	Acknowledgement
	We confirm that we have received your report.
	Within [2] working days

	Initial assessment
	We tell you whether we can reproduce the vulnerability, and how severe we consider it.
	Within [10] working days

	Updates
	We keep you informed of our progress.
	At least every [14] days

	Fix
	We fix without delay, prioritised by risk.
	[Critical: x days. High: x days. Medium and low: next scheduled update.]

	Disclosure
	We agree the date with you.
	When the fix is available (see section 7)

	Credit
	We credit you in the advisory under the name you choose, unless you prefer to stay anonymous.
	–



We ask you not to publish details until a fix is available, or until [90] days after your report, whichever comes first. If we need more time, we will explain why and agree a new date with you. If the vulnerability is being actively exploited, we may agree to publish sooner.
[We do not pay bounties for reports.] [We run a bug bounty programme: [URL].]
Guidance: These targets are yours. The CRA sets no fixed number of days; it requires vulnerabilities to be addressed and remediated without delay, in relation to the risks (Annex I Part II point 2). Choose targets you can keep, and use the same targets in your internal vulnerability handling procedure. Recital 76 allows bug bounty programmes as part of the policy.
6. Safe harbour for good-faith research Not a CRA requirement
We will not take legal action against you, or report you to the police, for research on our products carried out in good faith and in line with this policy. Good faith means that you:
1. only test products you own, or that you have permission to test
1. do no more than is needed to demonstrate the vulnerability
1. do not view, change, copy or delete other people’s data, and stop and tell us if you come across personal data or other confidential data
1. do not disrupt service for others, for example with denial-of-service attacks
1. do not use social engineering, phishing or physical attacks against us, our customers or our suppliers
1. give us reasonable time to fix the vulnerability before you publish details, as described in section 5
1. do not demand payment in exchange for not publishing
If a third party takes legal action against you for something you did in line with this policy, we will make it known that you acted in line with it. This policy cannot authorise you to test systems that belong to others, such as our customers or the cloud services we use.
If you are unsure whether something is in scope, ask us first at [security@company.com].
Guidance: The CRA has no safe harbour provision. This text is a commitment by your company, not a statutory protection, and it binds neither authorities nor anyone else. Have the wording reviewed by a lawyer before you publish.
7. Fixes and security advisories CRA Annex I Part II (4), (7) and (8) · Art. 13(9)
Security updates are free of charge and are distributed [automatically in the product] [at [URL]] [in the customer portal]. Where technically feasible, we release them separately from functionality updates. [Updates are signed, so that the product can verify that they come from us.]
Once a security update is available, we publish a security advisory at [URL] [and in machine-readable form (CSAF)]. The advisory describes:
1. the vulnerability
1. which products and versions are affected
1. the impact of the vulnerability, and its severity
1. what users should do
1. who found it, if they wish to be named
In duly justified cases, where we consider the security risks of publication to outweigh the security benefits, we may delay publication until users have had the possibility to apply the update.
Each security update remains available for at least 10 years after it was issued, or for the rest of the support period if that is longer. [We request CVE IDs for the vulnerabilities we fix.] You can subscribe to our advisories at [URL].
Guidance: Annex I Part II point 4 sets out what to publish about fixed vulnerabilities, and when publication may be delayed. Free security updates can only be departed from by agreement with a business user for a tailor-made product (point 8).
8. Actively exploited vulnerabilities CRA Art. 14 · Art. 3(42)
If we become aware that a vulnerability in one of our products is being actively exploited, we notify the CSIRT designated as coordinator and ENISA simultaneously, through ENISA’s Single Reporting Platform, as Article 14 of the CRA requires. This also applies to vulnerabilities you have reported to us. We also inform the users who are affected.
If you know or suspect that the vulnerability is already being exploited, say so in your report. We will assess it straight away.
We will not give your name to the authorities without your consent, unless we are legally required to.
Guidance: An actively exploited vulnerability is one for which there is reliable evidence that a malicious actor has exploited it in a system without permission of the system owner (Art. 3(42)). The early warning is due within 24 hours of becoming aware of it. The deadlines and the workflow are in your internal vulnerability handling procedure.
9. Changes to this policy
We may update this policy. The current version is always at [URL].
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