Template · CRA, Regulation (EU) 2024/2847
Vulnerability handling procedure
[Company name] · Internal document
	How to use this template
1. Fill in the fields in [square brackets] and remove the brackets. The tables are examples: add or delete rows as needed.
1. Delete the guidance notes (grey italic text marked “Guidance”) once the procedure is adapted.
1. This procedure is internal. Your coordinated vulnerability disclosure policy is a separate, public document.
1. The procedure describes the processes the CRA requires in Annex I Part II and Article 14, and belongs in the technical documentation (Annex VII point 2(b)).
1. A template, not legal advice.



	Company
	[Company name]

	Document owner
	[name, role]

	Version
	[1.0]

	Approved by and date
	[name, date]

	Next review
	[date]



1. Purpose and scope CRA Art. 13(8) · Annex I Part II · Art. 14
This procedure describes how [Company name] identifies, assesses, fixes and publishes vulnerabilities in our products during the support period, and how we report actively exploited vulnerabilities and severe incidents under Article 14 of the CRA. It covers these products:
	Product
	Versions
	Support period ends
	Product owner

	[Product]
	[versions]
	[month and year]
	[name]

	[Product]
	[versions]
	[month and year]
	[name]



Guidance: Article 14 has applied since 11 September 2026, including to products placed on the market before 11 December 2027, and the reporting obligation continues after the support period ends. Annex I Part II applies from 11 December 2027 to products placed on the market from then on. Products placed on the market before that date are only covered if they are substantially modified afterwards (Art. 69(2) and (3), Art. 71(2), Commission guidance C(2026) 5252 point 210).
2. Roles and responsibilities CRA Art. 13(8), sixth subparagraph
	Role
	Responsibility
	Name
	Deputy

	Vulnerability lead
	Owns this procedure. Leads the assessment of vulnerabilities and decides, with the decision-maker, whether a vulnerability is actively exploited.
	[name]
	[name]

	On-call
	Receives reports and alerts outside office hours and starts the initial assessment.
	[rota]
	[name]

	Product owner
	Technical assessment, fix and release for their product.
	[name per product]
	[name]

	Reporting lead
	Submits the early warning, notification and final report on ENISA’s Single Reporting Platform (SRP).
	[name]
	[name]

	Communications lead
	Security advisories and messages to users.
	[name]
	[name]

	Decision-maker
	Approves reports to the authorities and decisions to delay publication.
	[name, management role]
	[name]

	Privacy and legal
	Assesses GDPR notification duties and obligations in customer contracts.
	[name]
	[name]



Guidance: At least two people should have access to the reporting platform and have tried logging in before it is urgent. A small company can give several roles to one person, but each role should have a deputy.
3. On-call and escalation CRA Art. 14(2) and (4)
The 24-hour deadline also runs at weekends and during holidays. This is how we reach each other:
	When
	Who
	How
	Escalate to, and when

	Office hours [08:00–16:00]
	[role]
	[phone, channel]
	[role] after [x] hours

	Evenings, weekends and public holidays
	[on-call rota]
	[phone]
	[role] after [x] hours

	Holidays
	[plan]
	[phone]
	[role] after [x] hours



Target for starting the initial assessment after a signal comes in: [x] hours.
4. Tools and sources CRA Annex I Part II (1), (3), (6) and (7)
	Purpose
	Tool or source
	Responsible

	SBOM for each release
	[tool, format]
	[role]

	Vulnerability monitoring
	[e.g. EUVD, CISA KEV, CVE databases, supplier advisories]
	[role]

	External reports
	[single point of contact, security.txt, inbox]
	[role]

	Case handling and decision log
	[tool]
	[role]

	Security testing
	[tool, supplier]
	[role]

	Signing and distribution of updates
	[system, key management]
	[role]

	Security advisories
	[web page, CSAF]
	[role]

	Article 14 reporting
	ENISA’s Single Reporting Platform (SRP)
	[role]



5. Components and SBOM CRA Annex I Part II (1) · Art. 13(5) and (6)
1. For each release we draw up an SBOM in a commonly used, machine-readable format ([CycloneDX] [SPDX]). It covers at least the top-level dependencies[, and transitive dependencies where the tooling supports it].
1. The SBOM is stored with the release in [system], labelled with product and version. It is kept as long as the technical documentation: at least 10 years after the product was placed on the market, or the support period if that is longer (Art. 13(13)).
1. Vulnerabilities we find or learn about are recorded in [tool] with product, version, source and assessment.
1. Before we adopt a third-party component, we check that it receives security updates and has no known exploitable vulnerabilities (due diligence under Art. 13(5)).
1. If we find a vulnerability in a component, we report it to whoever manufactures or maintains the component, and share our fix if we have developed one (Art. 13(6)).
Guidance: The SBOM does not have to be public (recital 77). The Commission may specify its format and elements in an implementing act (Art. 13(24)); check whether one has been adopted before you choose a format. You don’t need to report upstream where you can confirm that the maintainer already knows about the vulnerability (guidance point 223).
6. Assessment and remediation CRA Annex I Part II (2) · Art. 13(10)
Every vulnerability is assessed, whatever its source:
1. Does it affect the product? Is the component and version in the SBOM, is the vulnerable code reachable, and does it apply to the configurations customers use?
1. How severe is it? [CVSS or your own scale], weighed against how the product is used.
1. Are there signs that it is being exploited? Is it listed in CISA KEV, marked as exploited in EUVD, or do we have other evidence? If so, we also start the Article 14 workflow in section 13.
1. If the product is not affected, we record the reasoning in the log[ and publish it as VEX].
We fix without delay, prioritised by risk. Our targets:
	Priority
	Criteria
	Target for fix or mitigation

	Critical
	[e.g. actively exploited, or exploitable over the network without authentication]
	[x] days

	High
	[criteria]
	[x] days

	Medium
	[criteria]
	[x] days

	Low
	[criteria]
	[next scheduled release]



1. Where technically feasible, we release security updates separately from functionality updates.
1. Before each release we check that the product has no known exploitable vulnerabilities (Annex I Part I point 2(a)).
Guidance: The CRA sets no fixed remediation deadlines; the requirement is “without delay”, in relation to the risks. Use the same targets as in your public policy. For software released in substantially modified versions, you may limit fixes to the latest version if users can upgrade to it free of charge and without additional costs (Art. 13(10)).
7. Testing and review CRA Annex I Part II (3) · Annex VII point 6
	Test or review
	Frequency or trigger
	Responsible
	Results stored in

	Static code analysis
	[every build]
	[role]
	[system]

	Dependency scanning against the SBOM
	[every build and daily]
	[role]
	[system]

	Fuzzing or robustness testing
	[before each major release]
	[role]
	[system]

	Penetration test
	[yearly and on major changes]
	[external supplier]
	[system]

	Review of the threat landscape and the test set
	[quarterly and on new threats]
	[role]
	[system]



Guidance: The Commission reads “regular” tests as regularly reviewing whether new threats or vulnerabilities call for new or changed tests, and testing accordingly, not as mechanically repeating the same tests (guidance points 238–240). Test reports belong in the technical documentation (Annex VII point 6).
8. Publishing information about fixed vulnerabilities CRA Annex I Part II (4)
Once a security update is available, we publish a security advisory within [x] days. It contains:
1. a description of the vulnerability
1. information that lets users identify whether their product is affected (product, model, versions)
1. the impact of the vulnerability and its severity
1. clear and accessible information helping users to remediate it
Delayed publication. Only in duly justified cases, where we consider the security risks of publication to outweigh the security benefits, do we delay publication until users have had the possibility to apply the update. [Decision-maker] decides, the reasoning is recorded in the log (section 14), and we set a new date.
	Channel
	[URL]

	Format
	[HTML] [CSAF]

	CVE IDs
	[We are a CNA] [We request CVE IDs from [CNA]]

	Responsible
	[role]



9. Coordinated vulnerability disclosure CRA Annex I Part II (5) · Art. 13(8), sixth subparagraph
1. Our coordinated vulnerability disclosure policy is published at [URL]. [Role] owns it and reviews it [yearly].
1. External reports are recorded in [tool] within [x] hours and acknowledged to the reporter within [x] working days.
1. We keep the reporter informed at least every [14] days, agree the disclosure date, and credit the reporter if they wish.
1. Every report goes through the assessment in section 6. Signs of exploitation go straight to section 13.
Guidance: The targets in your public policy and in this procedure must match. The policy belongs in the technical documentation (Annex VII point 2(b)).
10. Information sharing and contact address CRA Annex I Part II (6) · Art. 13(17) · Annex II point 2
	Channel
	Address
	Monitored by
	How often

	E-mail
	[security@company.com]
	[role]
	[every working day, on-call otherwise]

	Web form
	[URL]
	[role]
	[frequency]

	Phone
	[number]
	[role]
	[opening hours]

	security.txt
	https://[domain]/.well-known/security.txt
	[role]
	[checked yearly and before it expires]



1. The single point of contact is in the user information for each product (Annex II point 2). Users can choose their preferred means of communication, and it is not limited to automated tools (Art. 13(17)).
1. We receive security advisories from the suppliers of our components through [channel], and report vulnerabilities upstream (section 5).
1. [We may report vulnerabilities and incidents voluntarily to a CSIRT or ENISA (Art. 15).]
Guidance: Evidence that the contact address is provided, such as screenshots of the user information and of security.txt, belongs in the technical documentation (Annex VII point 2(b)).
11. Secure distribution of updates CRA Annex I Part II (7) · Annex I Part I (2)(c)
	Product
	Mechanism
	Signing and verification
	Automatic?
	Responsible

	[Product]
	[OTA, download, package repository]
	[algorithm, where the key is kept, check on the product]
	[yes, with opt-out] [no, because …]
	[role]

	[Product]
	[mechanism]
	[signing]
	[yes/no]
	[role]



1. Signing keys are kept in [HSM or key vault]. Only [roles] can sign a release.
1. The product installs only updates with a valid signature[ and rejects older versions].
Guidance: Where applicable, security updates should install automatically by default, with a clear and easy-to-use opt-out (Annex I Part I point 2(c)). Recital 56 says this does not apply to products for which users would not reasonably expect automatic updates, for example in industrial environments where an automatic update could interfere with operations. The description of the solution belongs in the technical documentation (Annex VII point 2(b)).
12. Free security updates with advisories CRA Annex I Part II (8) · Art. 13(9) and (19)
1. Security updates are disseminated without delay and free of charge[, unless otherwise agreed with a business user for a tailor-made product].
1. Each update comes with an advisory message giving users the relevant information, including what action to take.
1. Each security update remains available for at least 10 years after it was issued, or for the rest of the support period if that is longer. Updates are kept at [URL or archive].
1. When a product reaches the end of its support period, we notify users [in the product, where technically feasible,] [and through [channel]]. The support period and its justification are recorded in a separate document for each product.
13. Article 14 reporting CRA Art. 14 and 16 · guidance points 209–221
This workflow covers actively exploited vulnerabilities in our products and severe incidents having an impact on their security.
13.1 What triggers an assessment Guidance point 213
1. a report from a researcher, customer, partner, authority or the media
1. a component in one of our SBOMs is listed in CISA KEV or marked as exploited in EUVD
1. a supplier advisory saying a component is being exploited
1. our own findings: logs, telemetry, faults or incidents at customers
1. a message from a CSIRT (Art. 15(4))
A signal starts an initial assessment. It does not, on its own, start the deadlines.
13.2 Initial assessment and becoming aware CRA Art. 3(42) · Art. 14(5) · guidance points 213, 214 and 218
On-call starts the initial assessment immediately and logs when the signal came in. The assessment answers:
1. Is the vulnerability contained in our product: is the affected component and version included, and can the vulnerability be exploited the way the product is built and used?
1. Is there reliable evidence that a malicious actor has exploited it in a system without permission of the system owner (Art. 3(42))?
1. Has it been exploited in our product, not only in other products that use the same component (guidance point 218)?
1. For an incident: does it, or could it, negatively affect the product’s ability to protect the availability, authenticity, integrity or confidentiality of sensitive or important data or functions? Or has it led, or could it lead, to the introduction or execution of malicious code in the product or in the user’s systems (Art. 14(5))?
We are regarded as having become aware when, after a prompt initial assessment, we have a reasonable degree of certainty that a vulnerability in our product is being actively exploited, or that a severe incident has compromised the security of the product. The deadlines run from that moment, which is recorded in the log.
1. We do not wait for a full investigation before we decide.
1. The decision is logged with reasoning and evidence, both when we report and when we don’t.
1. If we don’t report, the vulnerability is still handled under section 6, and reported upstream under section 5. We may report voluntarily (Art. 15).
Guidance: The moment of becoming aware follows Commission guidance C(2026) 5252 point 213, which is not binding (point 8). The guidance stresses prompt action on the initial assessment (point 214). A KEV or EUVD listing shows the vulnerability is exploited somewhere; what decides the reporting obligation is whether it is exploited in your product (point 218).
13.3 Deadlines and content CRA Art. 14(2), (4) and (6)
Actively exploited vulnerability
	Step
	Deadline
	At least
	Responsible

	Early warning
	Without undue delay, and within 24 hours of becoming aware
	That the product has an actively exploited vulnerability and, where applicable, the Member States where the product has been made available
	[role]

	Notification
	Without undue delay, and within 72 hours of becoming aware
	General information about the product, the exploit and the vulnerability, measures we have taken, measures users can take, and how sensitive we consider the information
	[role]

	Final report
	No later than 14 days after a corrective or mitigating measure is available
	Description of the vulnerability with severity and impact, what we know about the malicious actor, and the security update or other corrective measures
	[role]



Severe incident having an impact on the security of the product
	Step
	Deadline
	At least
	Responsible

	Early warning
	Without undue delay, and within 24 hours of becoming aware
	Whether the incident is suspected of being caused by unlawful or malicious acts and, where applicable, the Member States where the product has been made available
	[role]

	Notification
	Without undue delay, and within 72 hours of becoming aware
	General information about the incident, an initial assessment, measures we have taken, measures users can take, and how sensitive we consider the information
	[role]

	Final report
	Within one month after the notification
	Detailed description with severity and impact, the likely type of threat or root cause, and applied and ongoing mitigation measures
	[role]



Information already submitted need not be repeated in the notification or the final report. The CSIRT may ask for an intermediate report on status updates (Art. 14(6)).
13.4 Where reports go CRA Art. 14(1) and (7) · Art. 16
Reports are submitted through ENISA’s Single Reporting Platform (SRP) to the CSIRT designated as coordinator, and are simultaneously accessible to ENISA.
	Product or product family
	Basis under Art. 14(7)
	CSIRT (country)
	Last checked

	[Product]
	[main establishment in the EU] [authorised representative] [importer] [distributor] [most users]
	[CSIRT, country]
	[date]

	[Product]
	[basis]
	[CSIRT, country]
	[date]



Platform access: [names]. Last tested: [date].
Guidance: With a main establishment in the EU, reports go to the CSIRT of the Member State where decisions on the cybersecurity of your products are predominantly taken or, if that cannot be determined, where you have the most employees in the EU. Without a main establishment in the EU, the CSIRT is set by this order: the country of the authorised representative for the most of your products, then the importer placing the most of them on the market, then the distributor making the most of them available, and finally the country with the most users (Art. 14(7)). Check the route when you change importer or distributor. In exceptional cases the CSIRT may delay passing a report on (Art. 16(2)).
13.5 Informing users CRA Art. 14(8) · guidance points 219–221
1. Once we are aware of an actively exploited vulnerability or a severe incident, we inform the impacted users, and where appropriate all users, about the vulnerability or incident and, where necessary, the measures they can take to mitigate its impact.
1. Where appropriate, we do so in a structured, machine-readable format [such as CSAF].
1. Channel: [customer list, e-mail, customer portal]. Responsible: [role]. Target: within [x] hours of becoming aware.
Guidance: The Commission reads this duty as risk-based: informing users does not mean the details must be made public, and for products used in sensitive environments the details may be limited to the customers concerned (guidance point 220). If you fail to inform users in time, the CSIRT may do so (Art. 14(8)).
13.6 Other notification duties Outside the CRA
	Law or contract
	Recipient
	Deadline
	Responsible

	Personal data breach (GDPR Art. 33)
	[Data protection authority]
	Without undue delay and, where feasible, within 72 hours
	[role]

	[Other statutory notification]
	[recipient]
	[deadline]
	[role]

	[Customer contracts]
	[customer]
	[deadline]
	[role]



14. Decision log CRA Art. 13(7)
Every signal, assessment and decision under this procedure is logged with a timestamp. The log shows why we reported, or didn’t, if a market surveillance authority asks. Always record:
1. when the signal came in, and when the initial assessment started
1. the decision on whether we are aware of an actively exploited vulnerability or a severe incident, with reasoning and evidence
1. each SRP submission, with its receipt
1. messages to users
1. when a corrective or mitigating measure became available
1. decisions to delay publication
	Date and time
	Case
	What happened or was decided
	Reasoning and evidence
	By

	[2027-03-04 09:12]
	[CASE-042]
	[KEV match on component X in product Y 2.3. Initial assessment started.]
	[KEV entry, SBOM for 2.3]
	[on-call]

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Guidance: Article 13(7) requires you to document relevant cybersecurity aspects systematically, including vulnerabilities you become aware of. Use your case tool if it records timestamps and changes; the table shows the minimum. The first row is an example.
15. Review and exercises
1. This procedure is reviewed at least [yearly], after every Article 14 case, and when we add products, importers or distributors.
1. We rehearse the Article 14 workflow at least [once a year], with a made-up case from signal to final report.
1. Changes are approved by [role] and recorded in the document information at the top.
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